Assume the adversary has access to various oracles revealing, long term
keys, ephemeral keys, variable states, etc. Question: Are then the following
AKE schemes secure? If not - show the attack. If yes - show the intuition
why.

d = H(X||“Bob”), e = H(Y||“Alice”),
g = (}/gbe)w+da7 op = (Xgad)y+eb
where H outputs the first £ bits of the input of the hash function H, and ¢ is a security parameter.
Note that o, = (nge)z+da — (gygbe)z+da — g(z+da)(y+eb) — (gzgdu)y+eb — (nga)y+eb = oy
Thus the values k,,, and the secret session key sk computed independently on both sides are the
same.
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sk =H(o,[|1) sk = H(op|[1)
Alice Bob
xa - private key xp - private key
ya = g“4 - public key yB = g*B - public key
certy - certificate for ya certp - certificate for yp
MAIN PROCEDURE
choose a at random choose b at random
ha = H(a) hp = H(b)
ca=gha P SN cp = ghB
cp
K :=cpha K :=ca"®
Ka:= H(K,1), Kp = H(K, ?2) Ka:= H(K,1), Kp = H(K,?2)

Ky = H(K.3). K}y == H(K, 4)
ra = H(cy', K})

Enc , (certa,a)
R ATAT

Encgep, (certp,rp)
PR Attt

check certp, proceed with random values if
e # Hyy' Kp)
Kiession := H(K,5)

Ky == H(K,3), K} := H(K, 4)
check c'ert].«, proceed with random values if

ra# HE KY)
v = H(E Kh)

Ksession := H(K,5)
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eska & {0,1}* X = gMileskaska)

$ A
Y = ng(esk'B,skB) ESICB — {0’ 1}

B K(—Hg(pkgl(ESkB’SkB>, Xk, )(Hl(es/’czrs,sk’g)7 A, B)
A K(—HQ(YSkA, pkgl(eSkA’SkA>7 l/Hl(esIcA,skA)7 .A, B)

Alice Bob
x4 - private key x g - private key
ya = g“4 - public key yp = g“B - public key
cert 4 - certificate for ya certp - certificate for yp
OPTIONAL SETUP
recompute g recompute g
ya = g“4 - set public key yp = g“P - set public key
fetch certa and check ya fetch certp and check yp
MAIN PROCEDURE
choose a at random choose b at random
ha := H(al0) hp = H(b|0)
cai=yht —2A—— cpi=y®
B
K := (,’BIAhA K := (,’AIBhB

Enc , (a,certy)
AT 7

Ka = H(K|1), Kp = H(K|2) Ka = H(K|1), Kg = H(K|2)

rejectif ca # yf(“‘o) or cert 4 invalid
reject if cp # yg(bm) or certp invalid M
K, := H(K|3) K, := H(K|3)
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K = H(g" ¢, A,B) K = H(g", ¢"", A,B)




