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The model
e A network withN participants exchanging messages.

e |t should support anonymity of communication (it shouldénhttie link
between the source and the destination of a message).

Anonymous communication protocol

e Messages are cryptographically encoded and re-coded mmdbte, no
relationship can be derived from the codes.

e Example - TOR.
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Applications
e electronic voting,
e access to databases with medical information,
e business negotiations,
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Dangers — Intersection Attack

e Passive eavesdropper observes which user send encodeageseand
which destinations receive the messages.
Intermediate nodes not traced.

e The adversary cannot knack cryptographic encoding of ngessa

e The adversary aims to reveal the destinations that get gesgeom
Alice.
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Model assumptions

e In each turmo = k- N users send messages (destinations are chosen uni-
formly at randomk is a constant less than 1).

e Alice hasm friends, and each time she sends, the recipient is chosen
uniformly at random from the set of her friends.

e Communication in rounds, within a round all messages aleated.
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Considert communication rounds. Let:

e Np - a random variable denoting the number of messages redeyad
non-friend,

e Ar - arandom variable denoting the number of messages redeyad
friend.
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Considert communication rounds. Let:

e Np - a random variable denoting the number of messages redeyad
non-friend,

e Ar - arandom variable denoting the number of messages redeyad
friend.

Probability distributions:
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Disclosure attack

e even If a single round offers a good level of anonymity, theeaslary
may collect statistical information from mamy rounds, whirce is
active.

e analyse statistical differences between the rounds whiee Attive and
when not.

e (q IS a0% quantile of random variablg if P(X < qy) = Q.
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Probability density functions for N, (blue) and A (m=2-black, m=5-red); k=.1, t=10
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Probability

Probability density functions for N, (blue) and A (m=2-black, m=5-red); k=.3, t=10
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Probability density functions for N, (blue) and A (m=2-black, m=5-red); k=.3, t=50
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Probability density functions for N, (blue) and A (m=2-black, m=5-red); k=.5, t=10
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Probability density functions for N, (blue) and A (m=2-black, m=5-red); k=.5, t=50
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Defense strategy — dummy addresses
e Alice chooses at random a groupadtummy destinations,

e she devotes 50% of her communication bandwidth for dumniiydra

The problem:

What is the best value ford, givenk and m?

19
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Let Ap be a random variable denoting the number of mesages receyved
Alice’s dummy destination. Then

1
NP s B(t : b,N),

1 1
1
7%)

Ap ~ B(t-b,%)—FB(t

20
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Role of dummy destinations

e Dummy should get a sufficient number of messages in orderdorbe
a suspect (therefordp > qos(Np)),

e Dummy should receive similar amount of messages compaviagéeal
Alice’s destination (thereforejps(Ar) < Ap < dos(Ar)).

21
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Role of dummy destinations

e Dummy should get a sufficient number of messages in orderdorbe
a suspect (therefordp > qos(Np)),

e Dummy should receive similar amount of messages compasiagéal
Alice’s destination (thereforejps(Ar) < Ap < dos(Ar)).

So we propose the following formula for the best choicedor

Cos(ArF)

Opest = MaX / dap dAD,

max(Qos(Ar ),0os(Np))
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Seeking optimal d, given m (b—2, r—3, m—4, k-5), k=.1 and t=20
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Seeking optimal d, given m (b—2, r—3, m—4, k-5), k=.1 and t=50
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Seeking optimal d, given m (b—2, r—-3, m—-4, k-5), k=.1 and t=200
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Seeking optimal d, given m (b—2, r—-3, m—-4, k-5), k=.3 and t=200
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Seeking optimal d, given m (b—2, r—-3, m—-4, k-5), k=.5 and t=200
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Conclusions
e greatert makes Intersection Attack easier (as expected),

e higher communication (parametgrslows down the attack (as expected),

e If tis small, thend should be smaller thanm
(a common belief isthat d = misthe optimal choice)

e whent grows, then the optimal choice dfconverges tan.
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