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Applications
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m Traffic information systems
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Introduction

Goal: Establish an ordering of vehicles.

m Participants should not have any advantage above
others.

m Clone detection.

Existing solutions (Leader election)

Run a leader election protocol — The leader decides the
ordering — requires Honest Majority.
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Introduction
ST The pseudonyms are deterministic - a user cannot derive a
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break seclusiveness or unforgeability.

Unlinkability of pseudonyms - Decisional Diffie-Hellman

(H(location-1)- H(time))k = (hy - H(t ime))% and
(H(1ocation-2)- H(time))% = (hp - H(t ime))%
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Solution

Concent Tracing - Protection Against Cloning

Construction The signature contains another encryption of a “partial
s identity” /D, « H(t ime)Sk.
m The Tracing Authority can decrypt /D, from a signature.

m The Tracing Authority will know if a vehicle appears in
different locations at the same time.
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m Sign: Choose t + Zgq, compute T + g¢, compute
¢ < H(T||M), compute s < t + ¢ - x. The signature on
is (c, s).
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¢ = H(T||M)
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