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O
ur

m
odel

Single
H

op
R

adio
N

etw
ork

(R
N

,A
d

H
oc

netw
ork)

:

•
O

(N
)

processing
units

called
stations

•
the

stations
are

not
num

bered
1

through
n

(initialization
problem

)

•
a

single
com

m
unication

channel,

•
m

essages
sentsim

ulateneously
collide

producing
random

noise

•
stations

cannotdetectcollisions
(no

collision
detection

m
odel–

no-C
D

),

•
discrete,synchronous

tim
e

slots,
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C
om

plexity
m

easures

tim
e

-
the

num
ber

of
tim

e
slots

energy
cost

-
the

m
axim

al
num

ber
k

such
that

som
e

station
transm

its
or

listens
k

tim
es

during
algorithm

execution

•
relates

to
battery

usage

•
com

m
unication

consum
es

alm
ostallenergy

•
battery

exaustion
is

a
m

ajor
issue

•
energy

required
fortransm

itting
and

listening
ofthe

sam
e

m
agnitude

(processor
and

sensors
usage

-
negligable)

•
extrem

ely
im

portant
for

practicalreasons!
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C
lassic

L
eader

E
lection

P
roblem

G
iven

a
Single

H
op

R
adio

netw
ork

initialize
itso

that

•
exactly

one
station

gets
the

status
leader

•
the

other
non-active

stations
receive

the
status

non-leader.

O
ptim

ize
for

tim
e

and
energy

costs
for

each
station.

N
ew

approach

•
an

adversary
m

ay
disturb

com
m

unication

•
design

a
leader

election
algorithm

thatw
ould

w
ork

anyw
ay
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A
dversary

m
odel

•
random

transm
ission

errors,or
bursterrors,or

even
an

adversary
know

-

ing
the

algorithm

•
the

adversary
attem

pts
to

cause
collisions

so
thatthe

algorithm
:

–
no

leader
is

elected,or

–
m

ore
than

one
leader

is
elected

•
the

adversary
does

notknow
a

secretof
legitim

ite
stations

⇒
the

stations
can

use
keyed

M
A

C
to

prevent
faking

m
essages

by
an

adversary

•
an

adversary
cannot

use
m

uch
higher

com
m

unication
resources

than

other
stations
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Security
of

previous
solutions

easy
to

attack
by

an
adversary

•
E

thernet-like
algorithm

s

–
energy

costequals
execution

tim
e,

–
low

probability
of

success,

–
energy

costof
stations

=
adversary

•
tree

election
algorithm

–
a

single
adversary

m
essage

–
avalanche

effect,m
ultiple

leaders
elected

•
other

algorithm
s

scenario:

–
a

sm
allgroup

of
candidates

rem
ains,choose

a
leader

from
them

,

–
the

adversary
m

ay
attack

this
stage

(few
m

essages!)
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M
ain

R
esult

assum
ptions

a
single-hop

no-C
D

radio
netw

ork
w

ith
Θ

(N
)

stations
sharing

a
secretkey.

T
he

stations
are

notinitialized
w

ith
ID

’s.

our
algorithm

leader
election

w
ith

energy
cost

O
( √

log
N

)
and

tim
e

com
-

plexity
O

(log
3N

),

the
outcom

e
m

ightbe
faulty

w
ith

probability
O

(2
−
√

log
N

))
in

a
presence

of
an

adversary
station

w
hich

has
energy

costO
(log

N
).
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B
asic

tricks

•
cryptographic

m
ethods

–
legitim

ate
stations

share
a

secret

–
m

essages
enciphered

and
undistinguishable

from
random

noise

•
tim

e
w

indow
s

-
w

ithin
a

group
of

steps
only

one
used

for
com

m
unica-

tion,

w
hich

one
is

used
depends

on
a

pseudo-random
value

com
puted

from

the
secretand

currenttim
e

•
random

ID
R

eassigm
ent

-betw
een

phases
ofthe

algorithm
the

stations

perm
ute

their
tem

porary
ID

s
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A
lgorithm

overview

v
=

Θ
( √

log
N

)

•
P

reprocessing
-

w
e

choose
at

random
v

sm
all

groups
(each

of
size

at

m
ostO

(log
n))

of
(pair

of)
candidates

for
the

leader

•
G

roup
elections

-
v

tim
es

repeated
group

election
phases.

T
he

first
group

that
succeeds

in
choosing

a
group

leader
“attacks”

all

subsequent
group

election
phases

preventing
another

leader
to

be
cho-

sen.
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P
reprocessing

•
E

ach
station

decides
random

ly
to

be
a

sender
or

receiver.

•
For

each
of

d
=

v
·k

rounds,a
station

decides
to

turn
on

the
radio

w
ith

probability
N
−

1,and
actas

sender
or

receiver.

•
Ifexactly

one
sends

and
exactly

one
receives:

the
pairgets

tem
pID

equal

to
the

step
num

ber

(sender
sends

a
m

essage,receiver
confirm

s,and
sender

also
confirm

s).

•
once

a
station

tries
to

gettem
pID

,itrem
ains

idle
for

the
restof

prepro-

cessing.
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R
esult

of
P

reprocessing

•
each

of
v

groups
hasΘ

(log
N

)
candidates

w
ith

high
probability

•
the

adversary
m

ay
elim

inate
only

a
certain

fraction
of

them
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G
roup

election
phase

C
onsists

of
tw

o
stages:

•
building

chains
of

candidates,

•
m

erging
chains.

Id
num

bers
are

“rotated”
in

a
psuedo-random

w
ay.
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B
uilding

C
hains

•
k

com
m

unication
slots

-each
consisting

of4
w

indow
s

ofsizeΘ
(log

3
/2N

)

•
C

urrentA
genttries

to
contactthe

nextone

(introduce,confirm
introduce,respond,confirm

respond)

•
If

C
urrentA

gentsucceeds
the

nextstation
becom

es
the

C
urrentA

gent.

•
A

dversary
can

brake
a

chain.

•
If

there
is

no
active

A
gent-

the
firstactive

pair
becom

es
C

urrentA
gent

and
starts

a
new

chain.
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M
erging

C
hains

•
Previous

stage
created

chains.

•
C

urrent
goal:

m
erge

chains
in

a
chain

covering
at

least
half

of
the

can-

didates
of

the
phase

(m
ore

exactly:
half

of
the

tem
porary

ID
s).

•
In

a
suitable

tim
e

slot
the

last
agent

in
a

chain
inform

s
the

current
and

the
nextchain

aboutallparticipants
and

so
does

the
lastagentofthe

next

chain.
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D
isabling

later
groups

-
internalattack

•
Successfullchain

is
blocking

the
later

groups
from

m
erging

the
chain,it

acts
like

an
adversary

-
possible

due
to

the
know

ledge
of

exacttim
es

of

sending
m

essages.

•
E

nough
pairs

to
actas

an
adversary

w
ithoutexceeding

the
energy

lim
it.

•
M

ethod
ofblocking:

participating
in

a
specialw

ay
in

creating
the

chains

•
A

dversary
cannotturn

off
internalattack

-
too

m
any

stations.
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A
dditionalfeature

•
the

algorithm
yields

a
group

of
Ω

(log
N

)
active

stations
w

hich
know

each
other,

•
itcan

be
used

to
choose

vice
leader

atno
cost
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O
pen

problem
s

•
low

er
bound?

•
energy

costbelow
O

( √
N

)

(w
ithoutan

adversary
–

possible!)

•
initialization

problem
–

a
new

paper
in

preparation

•
other

fundam
entalalgorithm

s?

•
m

ultihop
m

odel?
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