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M
odern

ciphers

M
odern

ciphers
use

certain
operations,

m
ore

com
plicated

than
X

O
R

s,
as

their
building

blocks:

•
m

odular
addition

(very
com

m
on:

ID
E

A
,M

A
R

S,R
C

5/6,Tw
ofish,...)

•
m

odular
m

ultiplication
(quite

com
m

on:
ID

E
A

,M
A

R
S,...)

•
...
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Side
channelanalysis;

counterm
easures

•
each

algorithm
m

ustbe
som

ehow
im

plem
ented

•
im

plem
entation

in
softw

are
or

hardw
are

•
hardw

are
im

plem
entations

often
cause

secretleakage

•
popularcounterm

easure,m
asking:

com
bining

interm
ediate

results
a

w
ith

random
value

r:

a
+

K
=

((a
+

r)
+

K
)−

r

goal:
addition

w
ith

the
subkey

on
a

random
argum

ent,any
side

channel

characteristic
of

addition
is

random
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H
am

m
ing

w
eight

assum
ptions

1
1

1
1

1
1

←
internals

(I)

0
0

1
0

1
1

0
0

1
0

1
←

firstoperand
(O

1 )

+
1

0
1

1
1

0
1

0
0

1
1

←
second

operand
(O

2 )

1
1

1
0

0
1

1
1

0
0

0
←

result(R
)

H
am

m
ing

w
eight

of
binary

num
ber

x:
|x|

-
am

ount
of

bits
set

to
1,

in
our

exam
ple:|I|=

6,
|O

1 |=
5,
|O

2 |=
7,
|R|=

6
.

•
standard

assum
ption:|O

1 |and/or|O
2 |and/or|R|-

know
n

to
an

attacker

•
our

assum
ption:|I|+

|O
1 |+
|O

2 |+
|R|-

know
n

to
an

attacker
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C
onsequences

of
a

new
H

am
m

ing
w

eight
assum

ption

O
bservation:

I
heavily

depends
on

O
1

and
O

2 .

•
one

of
operands,say

O
1 ,m

ay
be

the
(sub)key

K
w

e
w

ish
to

find

•
if

another
operand,O

2
is

chosen
atrandom

(from
uniform

distribution),

then
R

’s
distribution

is
also

uniform
,thus:

1.
distributions

of|O
2 |and|R|are

easy
to

find;they
do

notdepend
on

K

2.
distribution

of|I|depends
on

K
only
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A
ttack

possibilities

•
distribution

of|I|depends
on

K
only

•
but:

dependence
m

ightbe
com

plicated

and
therefore

useless
for

deriving
the

subkey

•
m

ain
point:

the
dependence

can
be

very
w

ellsuited
for

a
successfulattack

•
corollary:

take
care

w
hen

im
plem

enting
addition

in
hardw

are!
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P
roperties

of
addition

L
em

m
a:

If
K

=
k

n−
1 k

n−
2
.
.
.k

1 k
0

is
added

to
random

value
chosen

from

uniform
distribution,w

e
expectto

see
C

carry
bits,w

here:

C
=

n−
1

∑i=
0

k
i −

2
1−

nK

C
onclusion:

W
e

expect|I|+
|K|+

|O
2 |+
|R|to

be
close

to:

2
n−

1

∑i=
0

k
i −

2
1−

nK
+

n

(obviously,n
is

know
n;typically

n
=

16
,32)
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P
roperties

of
the

form
ula

•
expected

value
of

the
totalH

am
m

ing
w

eightcan
be

quite
w

ellapproxi-

m
ated

as
the

m
ean

value
obtained

for
independentexperim

ents,

•
since

n
is

know
n,itcan

be
rem

oved
from

the
value

2
n−

1

∑i=
0

k
i −

2
1−

nK
+

n

•
the

num
ber

2
n−

1

∑i=
0

k
i −

2
1−

nK

has
som

e
leading

bits
corresponding

to
the

sum
of

key
bits

follow
ed

by
the

binary
representation

of
K

!
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K
ey

property

•
obviously

the
H

am
m

ing
w

eightdepends
on

the
key,but

•
dependence

is
extrem

ely
usefulfor

cryptanalysis:

a
part

of
the

binary
representation

of
the

w
eight

is
the

key
itself

•
m

oreover:
the

key
is

represented
by

alm
ostthe

m
ostsignificantbits
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A
n

attack:
concept

•
perform

a
large

num
ber

of
additions,collectH

am
m

ing
w

eightdata

•
find

the
key

bits
the

form
ula

•
possible

problem
:

errors
and

m
easurem

entinaccuracies?
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Influence
of

errors

•
problem

:
errors

in
such

side
channeldata

are
unavoidable,

•
different

kind
of

errors:
m

easurem
ent

inaccuracies,
errors

caused
by

random
ization

•
errors’

im
pact

on
our

form
ula:

is
it

som
ehow

"continuous",
or

m
aybe

even
sm

allerror
can

cause
large

changes?
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Influence
of

errors
(2)

•
for

our
analysis

w
e

use
(large)

sum
s

only

•
if

errors
are

independent,
their

sum
can

be
very

w
ell

approxim
ated

by

C
entralL

im
itT

heorem

deviations
from

the
expected

value
of

the
sum

of
k

experim
ents

(w
hich

is
k·E

)

oscillate
around

√
k·E

•
⇒

for
large

k,errors
do

notinfluence
the

leading
bits

of
the

sum

•
choose

k
large

enough
so

that
the

errors
do

not
influence

at
least

som
e

positions
corresponding

to
key

bits

12



H
am

m
ing

W
eightA

ttacks
on

C
ryptographic

H
ardw

are
E

SO
R

IC
S

2002
M

arcin
G

om
ułkiew

icz,M
irek

K
utyłow

ski

V
ulnerability

of
popular

algorithm
s

•
ID

E
A

:2
20

sam
ples

and
2

37
w

ork
(average),tradeoffs

possible

•
Tw

ofish
128:

2
44

sam
ples

and
≤

2
63

w
ork

(average),tradeoffs
possible
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V
ulnerability

of
popular

algorithm
s:

theory

•
Tw

ofish
192

/256:
2

44
sam

ples
and

2
95

/2
127

w
ork,tradeoffs

possible

•
M

A
R

S:
2

44
sam

ples
suffices

to
find

320
out

of
1280

bits
of

expanded

key,tradeoffs
possible

•
R

C
5/6

w
ith

r
rounds

operating
on

n-bit
long

strings:
w

ith
equipm

ent

of
indefinite

accuracy
at

m
ost

2
n2(2

+
2r)

sam
ples

w
ould

allow
us

to

duplicate
encrypting

device
or

decipher
m

essages
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C
onclusions

and
open

problem
s:

•
even

if
the

analysis
reveals

only
leading

bits
of

subkeys
it

m
ay

happen

thatthese
key

bits
reconstructalm

ostthe
w

hole
key

⇒
be

carefulw
ith

key
schedule

if
using

addition!

•
addition

is
particularly

w
ellsuited

for
this

kind
of

attack,

other
operations?

•
m

asking
does

not
prevent

the
attack,

it
even

helps
by

m
aking

input
to

addition
fully

random
!

m
asking

that
prevents

attacks
based

on
analysis

of
a

single
event

m
ay

facilitate
attacks

based
on

globalbehavior.
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