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Credentials System

a scheme involving three parties:
m User — proves his attributes,
m [ssuer — certifies attributes,
m Verifier — accepts or rejects the proof

v

Attribures of the user

® age,
B sex,

m citizenship,

m role, ...

User do not reveal its identity.
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Asymmetric cryptography setup

m Issuer(x, y, {z}}) has a long term secret key:
m Verifier(X,Y,{Z}}) has the public key

Zero Knowledge Proof, Unlinkability
m the verifier is convinced,

m gets no information about the user’s attributes.
m do not link the protocol runs with the particular user.
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m challenge: the Issuer sends random challenge.

m response: the prover sends the result of some
computations over the challenge, the secret and the
ephemeral value .

m sign: the Issuer sends the signature over the
attributes, (certificate).

o’

Proof of knowledge
The first three - proof of knowledge of the attributes
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Issue

protocol
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Figure: CL system: issuing a credential.
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= commitment: the User sends a commitment to
credentials and to ephemeral values.
m challenge: the verifier sends random challenge.

m response: the prover sends the result of some
computations over the challenge, the credentials and
the ephemeral value .
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Figure: CL system: attribute verification.
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Adversaries Attacks
m tries to extract what was put inside,
m tries to manipulate what is inside,

Common threats:
m invasive attack,
m power analysis,
m emission of radiation,
...
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Typical Device Architecture

Device Monolitic Architecture

L MM
i Secret keys !

Program...
Random Numbers...

Output

B

Input
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m capture s, =r,—cm;
m extract m;

y

Attack on Verification Protocol

msetr,r’,

m capture s; = r; — cm;r”
m extract m;
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Chosen Prover Ephemeral
Model

Security experiment

CPE 2.

The experiment Exp g

Init stage System setup.
Query stage A runs a polynomial number ¢ of
m(User*, ...
collecting view v,
where X; € {Xy,..., X} are injected
Impersonation stage A runs the protocol =(A(pk, v), ...)
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Adversary advantage

Krzywiecki,
Wszota,

Kutylowski The advantage of A in the experiment EprCSPE’A’( as

probability of acceptance in the impersonation stage:

Adv(A, Expg =) = Prir(A(pk, v),...) = 1].

The identification scheme is secure if it is negligible in .

4

Security of identification scheme

A probability of acceptance is negligible in .
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Solution

Shifting computation into exponent

Issue Protocol

instead
Si=1r —cm;

we compute
S =g'-om

instead
si = r;— cm;r”
we compute

ri—em;r'’’

Si=X
for
X = Xv
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Issuer(X,Y, {21}11)

M—gmr 2"
(fos--..n) <5 Zq
T=gon_,Z'

Vieqo,...;y Si= g

Store({A;}}, {Bi}h, C)

(Al (B,
Mo, 160, ©

(cw) <5Zg §=9"

&3, T/M°) £ &(S0,9) /-1 &(Si, Z)
ao <5 Zq, Ao = 9%

Viegt,.y A=Ay

Vieto,.y Bi=A!

.....

C = A M2y

Figure: Credential issuance protocol for the modified system.
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Attribute Verification Protocol
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Figure: CL system: attribute verification.
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Security Assumption

Assumption (modLRSW Assumption)

Let G be a cyclic group with generator g and prime order q.
LetA=g? B=gPcG. LetPar = (G, g, q, A, B) denote
public parameters. Let Oa5(-) be an oracle that on input

m € Zq outputs (r, r?, ra+mab) where r is a random G
element.

(h™,(x, y, 2)) « A°#0)(Par, h)

m < G
s.t. m QAxeGA —Xb/\Z—Xa ab
y

where Q = {m;} denotes the set of messages m; queried
to Op g(-) oracle.
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Possible Advantages
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Ephemeral "Gray” Secure Module

Leakage

Reles user retain "Gray” Secure Module
Wszota,

Kutylowski "Gray” Secure Module — black box

"Yellow” Insecure Module

yellow part can be outsourced to unreliable devices
yellow part — white box

Adversary cannot:
m extract long term secret keys,
®m impersonate user
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Thank You




