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Secure
storing

data

•
contents

protection:
encryption

(size?)

•
protection

againstdestroying:
redundancy,random

locations,distributed

system
s

•
protection

againstadm
inistrators:

anonym
ity

•
active

adversary
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A
ctive

adversary

•
m

ay
attack,overtake

or
destroy

any
location

•
cannotbrake

strong
cryptographic

codes

•
cannotinfluence

random
sources

of
the

user
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E
nvironm

ent

•
shared

com
m

unication
channelproviding

anonym
ity

•
a

num
ber

of
data

servers

•
data

stored
encrypted

sufficiently

•
public

keys
of

servers
know

n
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D
esign

goals

•
m

inim
ize

com
m

unication

•
100%

success
or

failure
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N
aive

solution

•
user

chooses
k

servers
atrandom

•
using

public
keys

inform
s

these
servers

aboutsym
m

etric
key

•
transm

ition
of

data
encrypted

w
ith

sym
m

etric
key

•
receipts

•
protocolif

som
ething

goes
w

rong
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O
nion

solution
-

creating
of

an
onion

by
A

lice

1.
A

lice
chooses

j1
,
.
.
.
,jk

≤
n

atrandom
.

2.
A

lice
chooses

at
random

a
sym

m
etric

key
K

,then
a

random
key

K
0

of
the

sam
e

length,and
finally

com
putes

K
1
=

K
X

O
R

K
0

3.
A

lice
chooses

atrandom
strings

SIG
(M

)
,r0

,r1
,
.
.
.
,rk ,and

s1
,
.
.
.
,sk

of
a

fixed
length

l.

4.
T

he
onion

C
k

is
created

by
A

lice.
T

he
kernelC

0
consists

of

r0
,s1

,
.
.
.
,sk

,K
1
,SIG

(M
)
.

T
hen

for
i
≤

k
the

onion
C

i has
the

form

E
P
(ji ) (ri

,si
,F

,K
0
,C

i−
1 )

E
X
(Y

)
=

ciphertext
obtained

from
Y

w
ith

an
asym

m
etric

key
X

P
(u)

=
public

key
of

server
S

u ,and
F

sufficiently
long

fixed
sequence

.
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A
lice

sends

•
the

onion
C

k ,

•
the

m
essage

M
encrypted

w
ith

a
key

K
using

a
sym

m
etric

encryption

algorithm
,w

ith
the

string
SIG

(M
)

in
frontof

it.
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P
rocessing

an
onion

by
the

servers

if
X

transm
itted,then

server
S

i :

1.
decrypts

X
w

ith
its

private
key,if

the
plaintextobtained

has
notthe

form

r
,s

, F
,L

,C

w
here

r
,s

are
strings

of
length

l,
L

is
the

key
for

sym
m

etric
algorithm

,

and
C

is
a

ciphertext,
or

form
s

a
kernel

of
an

onion,
then

S
i stops

pro-

cessing
X

,

2.
if

decrypted
ciphertext

is
not

a
kernel,

then
S

i
associates

s
w

ith
key

L

and
stores

itfor
a

later
use,and

publishes
C

on
the

bulletin
board.
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P
rocessing

an
onion

by
the

servers

3.
if

decrypted
ciphertextis

a
kernelof

an
onion

r0
,s1

,
.
.
.
,sk

,K
1
,SIG

(M
)

then
S

i truncates
r0

from
the

kernel
and

puts
the

kernel
on

the
bulletin

board.
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Storing
data

by
servers

•
S

i detects
on

a
bulletin

board
a

truncated
kernel

containing
a

string
s

it

has
saved

together
w

ith
K

0
w

hile
processing

an
onion,

•
itcom

putes
K

:=
K

0
X

O
R

K
1 ,

•
w

hen
a

ciphertext
w

ith
SIG

(M
)

transm
itted,

it
decrypts

it
w

ith
K

and

stores
the

result.
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C
onclusion

•
optim

alnum
ber

of
m

essages

•
disrupting

an
onion

-
nobody

stores
data
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