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1. Assume that hash values of two blocks can be computed simultaneously. How to use this feature when designing
a scheme to hash data of an arbitrary length?

2. TESLA is a communication protocol such that each packet is authenticated by the previous one: messagei contains
H(r), messagei + 1 containsr, wherer is random, andH is a hash function. Modify the protocol so that the
connection does not break down when some number of packets is lost.

3. Assume thatA is a computationally zero-knowledge authentication protocol based on public keys. Does it mean
that the protocol is secure?

4. Show that Fiat-Shamir authentication protocol is a zero-knowledge protocol.

5. t persons agree upon a common key with Burmester-Destmedt algorithm, which is a generalization of DH: personi
choosesri at random, computeszi := gri mod p and broadcastszi. Then he computesXi = (zi+1/zi−1)ri mod
p and broadcasts it. How to computes the common key? What happens if one person sends a wrong message?

6. The following protocol was designed for transporting and confirming a key. This is one of the standard protocols
which has been “improved”, but these improvements might be wrong. Examine the protocol and propose necessary
measure to achieve a secure version out of it.
A stands for Alice,T for a trusted authority,B for Bob.EX(D) denotes a ciphertext ofD obtained with keyX.
LetKXY denote a shared key of participantsX andY .

(a) A choosesrA at random and sendsA,B, rA to T ,

(b) T replies withEKAT (rA, B, k),

(c) A sendsEKBT (k) toB,

(d) B decrypts the ciphertext obtained, choosesrB at random and sendsEk(rB) toA,

(e) A replies withEk(rA).
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