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Covert channel in Monero



H@Qo{ 4/“ %



" 0ory

1B scoomt

Pld wes Pan valetion

)

S ‘EgOK



o4 e e 7 F@\ 2 E dL@g
S el |
ond Chectable Wit i gadyis






C -

=g W)
( L

11

K (vhe we
cphevs o\ﬁ [ .

o
wsée pPK oap 4 oot

e
N0 ou(mde R e 2

Tosch

OJ@/‘ 2‘<4 b@



Now:  destiwt e pot f{ﬂh&
4 ragny ch\tpv(

) wat (a <Pi (L oul

M ouarD _QV&WQWO\’V on% thﬁ &MJ
Covet Hand e iSiong )




C Ot or mnpg {uves

\’_/,___\_ﬁ/x/\

P
(G, P KLOG} ﬁ_/fl>

S O
~:::> mééo*Ozng)\mc C\/“W‘V‘Ql -JQ \/\(LVVOL/\)

NZKP( o (o P AEB) D=l 6 E:V‘L'%)



- A) theck

&,
e
ovl N

—Ow

2)

Ay \sh
<) P

— vous-
& (= IN






g\az&ﬁr’\ig q b GSM) \qkz

-~ g
Q=D = A

S = (A
g = W, Y ¢ 242 (—g (\\V\G&c’lk/) \AJ‘@()@A(}QA\& >
Ore ¢ ollpu ‘(;Y)v* (f\(>






o the Sawme N2XP works



CWillenge  we swow N2KP Lor a1

but ... we cawot h.e'\'VM <
_\_/'_‘—_—

(314 MB):

N2KP( Ror X ( ‘=Ad \"ksg) OR
(&=h & R=B))



OR- N2xP
Cc - c'lw.\\QMQC

e owpted after ¢

C=C %Cy

Q AMokn iw edvance



HQ\Hm\, becaver 18 Wk \fow C4
“a advne we Caun Si—Aae TR

Cqy — g
S N3=8§
"h“‘Bc"\: \AS
/) oS¢ S, ©4
9.) "'g .rh asS O.bOVe



ng c\sm:l'wve: 3= 4
i (6D AiB)

NZKP: @D knows k: D=l-6 8=\ ¥
OK@ kwow( x; ! P ¥ 6, B=A"A

Now £< :  Uleptoaapic dumal s

WA Vronw)



Fine | Wit gdvevsin, Wty had >4 a,hw\z key,




D@QQ\/\@Q 1S ol Q%C\]Ve

\,)\/\\C)\' 0 ?
~(’ 60 A N C K? (
=4
N RK Y (
$=2
- Naw<p






Houw 4o prove At

(‘S'Fizﬁki' ?ikl)

6 o L
(37, a7, F;



- 4

\ v
S 1 ' 6 2I *~* %
Mow Juct ‘ k"\ow kh kl ) * kh-j_



A& hoc Co| u¥iows

Cqaq -~ Cnyeg — c\\o.\\ev\&Q ( ‘F‘O-*"CLWW:“’)



Cho-\\ev\se.
1) con<ise proof

R) detailg for Honevo ( chace of the groap,

3 ) dowmonstretion



2

<

‘(’l\/'\"}o:'\.IOV\ —"O (o()\e{r&'\ o

— MA dgsettion is 6o av o‘#‘b"‘.‘



