I. Assume that in the definition of EI.Gamal signatures we do not hash the message to be signed and
therefore the equation defining s component of a signature on M is as follows:

=(M —x-r)/kmod (p—1)

(x is the private key). Then select any (u, v) such that GCD(v,p—1) = 1. Take » = g"“ X" mod p
and s = —r /v mod (p — 1).

Show that (r, s) is a valid signature fﬂl‘t uw mod (p — lj =M
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2. The verification procedure for EIGamal involves checking that » € [1,p — 1|. Show that this is
necessary.
Hint: take any valid signature (7, s), say for a message m. Take any message m' and u

—}]]]155';1{(?1} mod (p — 1). Take s’ := s -wmod (p — 1) and 7’ such that v = r - w mod (p — 1)

and v’ = r mod p (use Chinese Remainder Theorem to calculate r’). Consider (r’, ).

Why checking the range of r helps? Should we do such range checking for DSA and Schnorr?
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3. Sometimes we need a blind signature: Alice presents a sealed envelope to Bob. Inside the envelope
there 1s a carbon paper, so when Bob signs the envelope the signature i1s copied to the document
inside the envelope. The signature is called blind, as Bob does not know what he is signing.

Blind signatures can be used for instance in voting: the voter comes with a ballot in the the enve-
lope, election official signs blindly, the voter opens the envelope and puts the signed ballot to the
ballot box.

Your task: convert RSA to a blind signature scheme. cl= ( 4[/\])
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4. Generating the private key for creating signatures is a critical issue. If you get the private key =
from your service provider, then the provider may retain the key and later forge your signatures.
On the other hand, if you create your private key yourself, then you depend on random numbers
generated by your computer. Both options are risky.

The solution is that you get a “prekey” ¢ from your provider and choose your share x,. Finally,
your private key 1s zg -+ z; mod gq.

Formulate all details of a protocol based on this idea (all messages exchanged and calculations on
both sides). Make sure that neither the provider nor your computer will be able to determine the
final result of his choice. Make sure that the provider does not learn the final private key.
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5. Why it is impossible to apply a similar idea for RSA?
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6. Since a secret key may be leaked from the signing device let us split the private key so that there
are two shares: one on device A, and one on device B. In order to create a signature, devices A

and B should cooperate. How to do it for the Schnorr signatures?
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